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1. Progress against our agreed audit plan

The purpose of this report is to update the Audit Committee on progress made in delivering the 2019/20 audit plan to the end of February 2020. Section 3
provides details of the audit assignments included in the plan and an update on progress relating to them.

¢ Following some staffing issues that are currently being resolved, delivery to date is behind the expected progress
required at this stage of the audit plan. We do not anticipate any difficulties in providing sufficient audit coverage to
facilitate submission of our annual Head of Internal Audit Opinion in accordance with the timescale required by the
Council. The development management audit has been dropped from the plan, which has been reduced from 163 days
to 155 davs.

Proposed
changes to
the plan

\_

Final Report

Reports issued e Anti-Fraud and Corruption

since the last Draft Report
meeting e MOT Income

J

Ongoing Planned
Work e Risk Management e Budget Management & Reporting
planned / e Commercial Waste Income e  Finance Systems
underway e Revenues and Benefits e Payroll
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2. Summary of final report issued

Review

Anti-Fraud and
Corruption

Key issues arising from audit

Our review has identified areas where improvements are required to the system. Recommendations
have been made as follows:

Demonstrable compliance with fraud reporting procedures.

Confirmation that all managers are actively ensuring compliance with the Councillors and
Officers Codes of Conduct.

Review of the adequacy of anti-fraud training to staff and ensuring attendance records of
counter fraud training are retained.

Review of the adequacy of information distribution on learning lessons and emerging issues
and initiatives relating to fraud, thereon.

Consideration of the acquisition of software to improve data matching procedures.

Timely completion of the review of the Whistleblowing Policy.

Renewal of the counter fraud contract due in July 2020.

Level of assurance

1. The Council acknowledges and understands fraud risks and commits support and v
resource to tackling fraud in order to maintain a robust anti-fraud response.

2. The Council prevents and detects more fraud by making better use of information and
technology, enhancing fraud controls and processes and developing a more effective v
anti-fraud culture.

3. The Council punishes fraudsters and recovers losses by prioritising the use of civil
sanctions, developing capability and capacity to investigate fraudsters and developing a v
collaborative and supportive law enforcement response.
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3. Implementation of agreed actions

Recommendations arising from finalised Internal Audit reports are uploaded to a web-based tracking database. The Council has access to this system allowing
recommendation ‘owners’' to view their recommendations and perform a self-assessment of the status of these recommendations (e.g. provide status updates,
revise implementation dates or mark them as implemented once agreed action has been taken). The table below shows the status of recommendations that were
due to be implemented by the 28 February 2020.

1 3
Critical Medium

Due for implementation by 28 February 2020 - 12 54 8 74
Implemented - 7 34 4 45
Outstanding - 5 20 4 29
Of these:

- Overdue based on revised deferral date set - 1 5 1 7

- Deferred to future date (date not yet due) - 4 15 3 22

We have reviewed the supporting explanations and ongoing actions associated with the deferred recommendations and consider these to be reasonable and
valid. A summary of the overdue/deferred recommendations is shown in Appendix One.
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4. Internal Audit Plan and Profile

Scheduled Level of

Governance and Risk Risk Management v !

Draft report imminent

MoT Income v v Draft report
Commercial Waste Income v v Fieldwork ongoing
Development Management Removed from plan N/a

Financial Assurance : : :
Budget Management & Reporting v Scoping meeting requested
Payroll v Scoping meeting requested
Financial Systems v Scope to be agreed
Revenues and Benefits v Fieldwork ongoing
Anti-Fraud & Corruption 4 v Final Report Moderate
Disabled Facilities Grant Certification v Final N/a
Homes England Grant Certification v Audlt_Compllance Checklist N/a

submitted.
Follow u
P Follow up and recommendation tracking v v v v Throughout year
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Appendix 1: Summary of recommendations

Revenues &  Council Tax suspense account - The Council Tax suspense account Belinda Green 31/03/20 In progress

Benefits should be cleared of all prior year transactions. 07/08/19

Cyber Security Governance (1) - Agree Terms of Reference and re- 3 Nick Graham 31/03/2020

Security implement the security forum as the Information Governance 12/08/19
Group, with meetings to be held on a minimum quarterly basis.
Physical Security (1) - Develop and publish a clear desk policy and 3 Nick Graham 30/06/20 Caroline Parker will meet
supporting procedures at CDC, which should include logging out of 07/08/19 with HR to consider
computers when not in use and the provision of lockable storage implementing a Clear
facilities. The policy should be rolled out formally, with Desk Policy

acknowledgements obtained from staff and spot checks

undertaken for compliance monitoring purposes.
Legal Legislative changes - Consideration should be given by the 3 Nick Graham 31/03/2020
Compliance  Councils as to how best they can strengthen the trail to 07/08/19

demonstrate that all legislative changes that could impact on the

Councils are identified and acted on.

Establishment Checks - The current exercise for Assistant Directors

P ] 3 G Kent 01/03/20 i
ayro to check the current staffing establishment should be fully en /03/ Rz_ic,:lvltei\c/ielriwnnlze;/;/)rsgas:em
completed and used to confirm the accuracy of staff and grades 30/09/19 gOZOg y
currently on the payroll.
scanned documen'Fs - A formal, eV|d.enced reconciliation should be 3 G Kent 31/03/2020
introduced to confirm that the all prime documents have been
successfully scanned into the system before they are destroyed. 30/09/19
Human Recruitment agency - Review the effectiveness of the current 3 Karen Edwards 30/06/20 Scoping possibilities to
Resources recruitment agency and value that could be obtained from an HR 31/12/19 join OCC managed
driven process and supplier. Statistical information should be service.
obtained to ensure that the effectiveness of advertising strategies
can be evaluated.
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Review

Recommendation Ranking

Original Who /

Defer Date

Update/Reason

When

Contract of employment content - Review and amend the standard 2 Karen Edwards 30/06/20 Work in progress and

contract of employment for both Councils to provide greater clarity 31/12/19 links with external legal

on terms and conditions and move to compliance with best made.

practice by referencing / producing other standard policies.

Recruitment training - Devise a programme of centralised training 2 Karen Edwards 30/06/20 Itrent is due to go live

to ensure that recruitment managers can appropriately undertake 06/08/19 Feb 2020 with payroll it

their recruitment and selection duties. is anticipated
implementation of E-
recruitment will
commence no later than
June 2020

Essential shortlisting criteria - Recruitment managers should 2 Karen Edwards 30/06/20 Recruitment training is

comply with shortlisting guidance and only select for interview 06/08/19 currently being planned

applicants who meet the criterion. for Managers and
scoped.

Job descriptions and person specifications - Ensure it is clear in 3 Karen Edwards 01/02/20 Business Partners will

documentation that job descriptions and personal specifications 06/08/19 check that the JD has

have been written or reviewed by appropriate officers. been signed off
appropriately

Recruitment advertising - The Councils should have a policy and 3 Karen Edwards 31/08/20 Still under discussion

procedures in relation to the advertising of vacancies. The 06/08/19 and WIP.

advertising budget should be corporately coordinated. TBD by

CEDR to ascertain if this recommendation is supported.

Recruitment Policy - The Councils should have a recruitment policy 3 Karen Edwards 31/01/20 This implementation is

in place to ensure that recruitment occurs within a standard 04/08/19 in progress and should

controlled and monitored framework with clear aims and be in place.

objectives.

Qualifications - Ensure that there is evidence retained that at least 3 Karen Edwards 30/06/2020

the highest level qualification of an applicant has been checked.

04/08/19
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Review Recommendation Ranking

Original Who /
When

Defer Date

Update/Reason

GDPR Data sharing procedures -The Councils should produce procedures 3 Nick Graham 31/03/20 Identification of where
and guidance to all staff that clearly set out when it is appropriate 31/12/19 data is shared will be
to share or disclose data. collected as part of the

IAR. Data sharing
guidance will be
produced.
Confidential information storage -All paper records containing 3 Nick Graham 31/01/20 Include as part of the
personal data should be secured when not being used. 31/12/19 DPE training.
Resources for improvement -The resources required to implement 2 Nick Graham 31/01/20 The amount of
the action plan and to adequately resource the ongoing GDPR 07/12/19 additional resource
activity need to be reviewed. required to provide a
full service to CDC will
be assessed.
Information asset register. -Complete the production of a 3 Nick Graham 31/03/20 Produce an Information
comprehensive Information Asset Register and ensure it covers all 31/08/19 Asset Register (IAR) for
key systems used across the Councils. CDC using the OCC
template. Team
managers to be
responsible for
completing the IAR for
their team with
assistance from IM
Team.
Personal data -The Councils should confirm that all departments 4 Nick Graham 31/03/20 This will be collected as
have ensured that there is a legitimate purpose for using personal 31/08/19 part of the IAR's

data prior to collecting it.

This will be produced
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Review

Recommendation

Ranking

Original Who /
When

Defer Date

Update/Reason

Monitoring and reporting -When the data mapping process has 3 Nick Graham 31/03/20 following the creation of
been completed there should be a process established to 31/08/19 the IAR and the data
undertake periodic checks on records security. Regular reporting mapping process.

to management team should be undertaken to enable the

outcomes of records security checks and compliance monitoring to

be reported and provide strategic oversight to those with overall

responsibility for records management.

Data flow mapping - complete the mapping out the various types 4 Nick Graham 31/01/20 Check this is complete
of data processing carried out and ensure that legal basis for 12/08/19

carrying each is clearly documented.

Data sharing policy and agreements -Complete the Data Flow 2 Nick Graham 31/03/20 Review the status of this
Mapping process and then produce a Data Sharing Policy. The 12/08/19 action and produce a
Councils need to ensure that there are Information Sharing plan for completion
Agreements in place with all third parties that the Councils share based on the outcome
personal data with and that these agreements are compliant. This of the review.

will need the legal team to be involved and potentially additional

legal support.

Legal basis for sharing information - officers should identify and be 3 Nick Graham 31/03/20 Identification of legal
aware of the legal basis for processing or distributing sensitive 12/08/19 basis will be collected as
personal data and only distribute the information required. part of the IAR.

Staff training - a reconciliation of staff trained to current staff in 3 Nick Graham 31/01/20 Work with HR/OD to
post should be undertaken to ensure that all staff have had 07/08/19 ensure data protection

appropriate data protection awareness training, including those
previously booked that did not end up attending.

training is included in
induction for CDC staff
Review CDC DPE e-
learning and implement
annual mandatory e-
learning for all staff. If
CDC training does not
exist use OCC developed
DPE e-learning.
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Review Recommendation

Original Who /
When

Ranking

Defer Date

Update/Reason

Document retention policy -a document retention policy should be 3 Nick Graham 28/02/20 Check this has been
put in place that is periodically reviewed and updated as 07/08/19 completed, if not
required.  An officer should be nominated to carry out spot- resurrect the previous
checks to ensure that the document retention policy is being work, review and
complied with. publish.
Consent to process personal and sensitive data - the Councils need 3 Nick Graham 31/03/20 Identification of areas
to conduct a review or sampling of consents where these are 07/08/19 where consent is needed
required. and whether appropriate
management of consent
is in place will be
collected as part of the
IAR.
Procurement Procurement Strategy - the procurement strategy should be 3 Wayne Welsby 31/03/20 This will be reviewed
& Contract reviewed and updated as necessary. 31/12/19 alongside the new
Management partnership with OCC.
Contract procedure rules -consider producing a flowchart or toolkit 4 Wayne Welsby 30/06/20 Will consider as part of
that will take non-specialist officers through the procurement 31/12/19 resetting processes
process. The contract procedure rules should be dated and a date alongside the
for review included. partnership with OCC.
Performance indicators -The Councils should consider introducing 3 Wayne Welsby 31/03/20 The development of the
a range of KPI's. These normally include a target for savings to be 11/08/19 2020/21 Service Plan will

achieved and a target for year on year reduction in waived tender.

consider the appropriate
PIs and KPIs for the
Procurement Team.
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Appendix 2: Definition of our assurance levels and our risk rankings

Opinion Assessment rationale

The audit highlighted weaknesses in the design or operation of controls that have not only had a significant impact on the delivery of key system
No objectives, they have also impacted on the delivery of the organisation's strategic objectives. As a result, no assurance can be given on the
operation of the system's internal controls to prevent risks from impacting on achievement of both system and strategic objectives.

The audit highlighted some weaknesses in the design or operation of control that have had a serious impact on the delivery of key system
objectives, and could also impact on the delivery of some or all of the organisation's strategic objectives. As a result, only limited assurance can
be given on the operation of the system's internal controls to prevent risks from impacting on achievement of the system's objectives.

The audit did not highlight any weaknesses that would in overall terms impact on the achievement of the system's key objectives. However, the
audit did identify some control weaknesses that have impacted on the delivery of certain system objectives. As a result, only moderate assurance
can be given on the design and operation of the system's internal controls to prevent risks from impacting on achievement of the system's
objectives.

The audit did not highlight any weaknesses that would materially impact on the achievement of the system's key objectives. The audit did find
some low impact control weaknesses detailed in section four of this report which, if addressed, would improve the overall performance of the
system. However these weaknesses do not affect key controls and are unlikely to impair the achievement of the system's objectives. As a result,
significant assurance can be given on the design and operation of the system's internal controls to prevent risks from impacting on achievement
of the system's objectives.

The audit did not highlight any weaknesses that would impact on the achievement of the system's key objectives. It has therefore been
concluded that key controls have been adequately designed and are operating effectively to deliver the key objectives of the system. As a result,
full assurance can be given on the operation of the system's internal controls to prevent risks from impacting on achievement of the system's
objectives.

Risk ranking Assessment rationale

1 The system has been subject to high levels of risk that have, prevented the system from meeting its objectives and also impacted on the delivery
of the organisation's strategic objectives.
2 The system has been subject to high levels of risk that has, or could, prevent the system from meeting its objectives, and which may also impact
on the delivery of some or all of the organisation's strategic objectives.
3 The system has been subject to medium levels of risk that have, or could, impair the system from meeting its objectives.
4 The system has been subject to low levels of risk that has, or could, reduce its operational effectiveness.
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